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DRE Technical Security Assessment Part One: Executive Summary

PART ONE: EXECUTIVE SUMMARY

Introduction

The Ohio Secretary of State (SOS) hired Compuware Corporation to conduct an extensive security
assessment and validation of the Direct Recording Electronic (DRE) voting machines from four vendors
who were qualified by the SOS to help upgrade the state’s voting systems as required by the Help
America Vote Act of 2002 (HAVA):

e AccuVote-TS from Diebold Election Systems

e iVotronic from Election Systems and Software (ES&S)
e  eSlate 3000 from Hart InterCivic

e AVC Edge from Sequoia Voting Systems

In order to ensure the integrity of this assessment, the SOS and Compuware set up a secure, real-world
testing environment at the State of Ohio Computer Center (SOCC). Compuware obtained the hardware
and software to be tested from each vendor, and set up the equipment in a secure, locked room at the
SOCC facility. The assessment team then used this hardware and software to conduct hands-on testing
and evaluations.

In this technical security assessment, Compuware tested the following hardware and software from each
vendor.

Diebold Election Systems e AccuVote-TS R6, Global Election Management
Firmware version 4.3.15 System (GEMS) version 1.18.18

e Voter Card Encoder version
1.14

Election Systems and Software iVotronic version 7.4.5.0

(ES&S)

Hart InterCivic

Unity Election System (UES)
software version 2.2

e Judge’s Booth Controller (JBC)
version 1.16

eSlate 3000 version 2.1 .

BOSS Election Management
Software version 2.9.04

e TALLY software version 2.9.08
e SERVO software version 1.0.2

Sequoia Voting Systems

e AVC Edge version 4.1. D

e (Card Activator version 4.2

e WinEDS Election Management
Software version 2.6

Continued on the next page
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DRE Technical Security Assessment Part One: Executive Summary

Introduction (continued)

Compuware conducted a technical review and test of the source code, operating systems, and hardware
platforms of the DRE’s. This report details the steps used to assess the DRE’s and presents the findings
of the technical assessment, including an evaluation of the risks and vulnerabilities that were discovered.
The report identifies:

Requirements tested

Test scenarios used

Test results

Risks identified

Likelihood and impact of identified risks
Risk mitigation strategies
Recommendations

In addition to Compuware’s focus on technical assessment, independent consulting firms InfoSENTRY
and RJV Consulting are participating in the security assessment. Their roles are listed below.

InfoSENTRY is conducting an evaluation of the administrative policies and procedures utilized
by the voting system vendors to ensure that security is built in and maintained in their voting
systems, and evaluating the state’s administrative processes; and will provide a deliverable that
summarizes both InfoSENTRY’s findings and Compuware’s findings, and will include
recommendations for going forward.

RJV Consulting is serving in an advisory capacity, including report review and identification of
issues that may need addressed in the procurement contract process.

Continued on the next page
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DRE Technical Security Assessment Part One: Executive Summary

Introduction (continued)

The following diagram shows the division of responsibilities for the overall security assessment.

Security Assessment Overview

~ Technical A nent — Administrative Assessment
Compuware INfoSENTRY
Evaluate Evaluate
Define Define Create Test Vendor's Vendor's
Environment I::> Requirements I::> Scenarios Administrative I::> Administrative
Policies Procedures

<~ <~

Review & Provide

Conduct Platform Conduct Physical Conduct Software Input to DRE Exz:_l;?rt]gtsr;?itvees
Evaluation Testing Evaluation Technical Security

Processes
Assessment Report

< <+

. . Develop DRE Prepare Final Findings &
Identify Potential A . q
Risks Technical Security Recommendation for
Assessment Report Going Forward
A nent Advising
RJV Consulting
Review DRE R d
Technical Security |::> ?ﬁ;mein
Assessment Report 9

<&

Based on Overall Findings
Report, Make Procurement
Recommendations

Figure 1 — Security Assessment Overview
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DRE Technical Security Assessment Part One: Executive Summary

Work in Scope

The scope of this effort was to provide a Security Assessment for the following DRE voting machines:

e AccuVote-TS from Diebold Election Systems

e iVotronic from Election Systems and Software (ES&S)
e eSlate 3000 from Hart InterCivic

e AVC Edge from Sequoia Voting Systems

In each case, the scope is limited to the various hardware and software components of the DRE plus any
data input or output streams which service the DRE. For example, we investigated the transfer of the
ballot definition data from the respective election management software programs to the DRE, but we did
not investigate the election management application itself.

The assessment was conducted on the hardware and software versions currently approved by the Ohio
Board of Voting Machine Examiners for use in Ohio. Although some of the vendors have more recent
versions that they have or will be submitting for approval, these more recent products were not evaluated
because they are currently not certified for use in the State of Ohio.

Continued on the next page
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DRE Technical Security Assessment Part One: Executive Summary

Work in Scope (continued)

Compuware tested the following hardware and software in this technical security assessment:

Diebold Election Systems e AccuVote-TS R6, Global Election Management
Firmware version 4.3.15 System (GEMS) version 1.18.18
e Voter Card Encoder version
1.14
Election Systems and Software iVotronic version 7.4.5.0 Unity Election System (UES)
(ES&S) software version 2.2
Hart InterCivic e cSlate 3000 version 2.1 e BOSS Election Management
e Judge’s Booth Controller (JBC) Software version 2.9.04
version 1.16 e TALLY software version 2.9.08
e SERVO software version 1.0.2
Sequoia Voting Systems e AVC Edge version 4.1. D e  WinEDS Election Management
e Card Activator version 4.2 Software version 2.6

The following tasks were within the scope of Compuware’s assessment.

e Defined environment of DRE — Identified the components of the DRE and all data streams that
service the DRE.

e Defined requirements of DRE — Identified and documented the requirements that DRE’s must
meet to operate in a secure environment.

e Created test scenarios — For each specific DRE, wrote test scenarios designed to reveal whether
the security requirements above were met by the DRE.

e Conducted platform review of DRE — Reviewed the hardware, design documentation, and other
vendor information to determine potential security risk areas. Use of removable media, network
ports, access controls, and input devices were evaluated.

e Conducted software code review of DRE — Reviewed the software, design documentation, and
other vendor information to determine potential security risk areas. Use of encryption,
checksums, and passwords were evaluated. Code was also reviewed for existence of software
engineering discipline.

e Conducted physical testing of DRE — Test scenarios were executed and results captured.

e Identified and evaluated potential risks of DRE — Based on the results of the code review,
platform review, and physical testing, a list of risks was documented and evaluated for likelihood
and severity.

e Identified mitigating strategies — The assessment team recommended solutions that are intended
to mitigate or eliminate the risks identified. The goal of the recommended risk mitigation
strategies was to reduce the level of risk to the electronic voting system and its data to an
acceptable level.
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DRE Technical Security Assessment Part One: Executive Summary

Methodology and Approach

This assessment was performed based on the methodology documented in National Institute of Standards
and Technology (NIST) SP 800-30, Risk Management Guide for Information Technology Systems.

The diagram below illustrates the methodology used. (Refer to Attachment A of this document for a
detailed explanation of the methodology.)

Plan

Technical Assessment Methodology

Analyze

Step 1.
Characterize

System

Step 2. Perform Step 3. Perform
|::> Threat |::> Vulnerability |::> ngr?t‘::l'é ';i';f";‘s
Identification Identification Y

<

Rate Threats/Impacts/Risks

Step 7. Step 5.
Determine Level <:| EStep 6t‘ APerflorm <:| Determine Threat
of Risk mpact Analysis Likelihood

<

Make Recommendations

Step 8. Develop Step 9.
Risk Mitigation Document

Strategies Results

Figure 2 — Technical Assessment Methodology
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DRE Technical Security Assessment Part One: Executive Summary

Platform Review

This section describes the approach that was followed in the Platform Review portion of the technical
security assessment.

1. Analyzed and Documented

The security assessment began by making an analysis of the components that comprise the system.
Detailed information was collected through study, analysis, product literature, Question and Answer
sessions with vendors, and hands-on observations of the product.
a. Characterized the system through study and analysis of all the physical and logical
components of each system.
b. Performed reviews, demonstrations, and Question and Answer sessions with vendors.
c. Documented details and initial findings.

2. Identified and Scheduled Tasks

Plans were defined and tasks were scheduled to identify potential risks in the system.

a. Reviewed details and findings, then mapped out a task trail or procedural methodology based
on specification details.
b. Assigned tasks in a project plan.

3. Performed Scans of Hardware and Network Components

Implementing the assigned tasks was specific to each vendor’s product or system. Scans were conducted
on only one system at a time. Scan implementation proceeded in a logical manner that was defined by the
make-up of the system.

Defined a scan policy for each target or system.

Performed or estimated site reconnaissance analysis.

Performed threat identification.

Performed vulnerability scans and identification.

Performed network scans and identification.

Performed exploitation analysis.

Documented findings and impact analysis.

Performed cryptographic analysis.

4. Rated Threats/Impacts/Risks

FRmo a0 op

Compiled and assimilated the collected information. Conducted reviews and performed analysis.
Documented initial findings and determined threat likelihood, levels of risk, and impact analysis.
a. Analyzed security loopholes.
b. Determined the threat likelihood.
c. Performed impact analysis.
d. Determined level of risk.

5. Made Recommendations and Suggestions

Compiled and documented overall results and findings. Developed risk mitigation strategies. Submitted
recommendations and suggestions.

a. Documented results.

b. Developed risk mitigation strategies.

c. Made suggestions and recommendations.

d. Submitted reports.
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DRE Technical Security Assessment Part One: Executive Summary

Methodology and Approach (continued)

Code Review

This section describes the approach that was followed to perform the Code Review portion of the
technical security assessment.

1. Reviewed for Standard Programming Practices

The vendor-supplied source code was visually reviewed to make sure it followed industry standard
programming practices. The review checked to see if a consistent pattern was followed in having
descriptive code comments, and if consistent and self-describing naming conventions were used for
variables, modules, and constants. The code should have been broken into separate modules or
classes and each module should have had functions that perform specific tasks to make it readable
and easy to follow.

2. Reviewed Security Features and Error-Handling Logic

The code should have also implemented security features such as password protection for critical
pieces of the vendor software. A review was done to see if industry standard encryption techniques
were employed to protect critical data (ballot information, vote record and audit trail) in voting
systems and while transferring them across a network to other software systems. The code was also
reviewed to see if proper error handling logic had been added consistently throughout the code so that
the systems were stable in the event of an error and sufficient information on the state of the system
was recorded for future debugging purposes. Code was checked to see if the vote data was stored in
multiple locations so that information could be recovered in case of a system disaster. The review also
focused on whether industry standard checks had been implemented in the code to make sure the data
was not corrupted.

3. Reviewed Database and Third Party Code/Security

The data model and any database code supplied were also reviewed to see if referential integrity of
the database was maintained, and to assess the security levels implemented for database access at the
application level. Attention was paid to any third party components used in the applications, as their
use requires strict guidelines, security standards and version control. All third party code supplied by
the vendors was reviewed to make sure it did not have code providing additional functionality other
than what was needed and that it adhered to the security standard of the application.

4. Reviewed Documentation

The scope of the code review included reviewing the documentation associated with the applications.
The requirements documents, system and code design documents, and technical code documents were
reviewed to analyze the relationship between code modules and functional requirements of the
application. For example, requirements should have been closely tied to modules for easier code
management; changes in requirements should have been easily pointed to specific code modules that
required modifications.

Note: Given the short time frame of the project, it was not possible to review every single line of code in
all of the applications. Review of the code was done using a sampling of code files from these
applications. Analysis from the sampling of code files was extrapolated to the overall architecture of the
applications.
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DRE Technical Security Assessment Part One: Executive Summary

DRE System Interfaces and Tasks

The following diagram provides a graphical overview of the connections to the DRE. The diagram shows
the input/output connections between the DRE and external entities such as the BOE’s and voters. The
context diagram helps to define the scope of the voting system and the related voting processes and
becomes the top level of the analysis hierarchy.

DRE System Interfaces
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Figure 3 — DRE System Interfaces

Continued on the next page
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DRE Technical Security Assessment

Part One: Executive Summary

DRE System Interfaces and Tasks (continued)

Following is an explanation of the tasks related to the DRE system interfaces.

Inputs

Outputs

Board of Elections

on a computer at the Board of Elections (BOE).

e The BOE uses the EMS to create the ballot
definition that is loaded to the DRE.

e Election Management Software (EMS) is installed

e  Workers at the BOE enter data into the DRE to
perform the logic and accuracy testing (LAT).

e Ifthere is a problem, the BOE troubleshoots the
problem and determines if county workers can

solve the problem or if the vendor needs to be
called.

Workers at the board verify the results that were entered
in the LAT.

Vendor

called in to repair the unit. If the unit is repaired, it
must successfully go through the LAT tests before it
may be used in an election.

If there is a problem with the LAT, the vendor may be

Poll Workers

e Poll workers set up the booth.
e Poll workers open the DRE for voting.
e Poll workers authorize the voter to vote.

Poll workers print a zero tape from the DRE to ensure
there are no pre-existing votes recorded on the unit.

Voter

Voter takes the authorization to vote to the DRE and
votes the ballot. The DRE prevents the voter from
overvoting, notifies of undervoting, and presents the
ballot choices for review as appropriate.

Poll Workers

Poll workers print result tapes from the DRE.
Poll workers post one result tape at the precinct.

Poll workers remove the media and send the media
and a copy of the result tape to the BOE.

Board of Elections

The BOE places the media from the DRE into a
media reader, and the EMS tally software counts the
votes.

The BOE prints and releases the results.
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DRE Technical Security Assessment

Part One: Executive Summary

Work Flow/Process Model

The following diagram provides a graphical overview of the work flow associated with the DRE system
interfaces, and represents the next level down from the Context Diagram. This diagram displays the flow
of data through the DRE system interfaces in a generic manner. (Refer to each detailed vendor chapter

for the process model specific to that vendor.)

Election Flowchart
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Figure 4 — Election Flowchart
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DRE Technical Security Assessment

Part One: Executive Summary

Work Flow/Process Model (continued)

Following is an explanation of the work flow associated with the DRE system interfaces.

Board of Elections

e Election Management Software (EMS) is installed
on a computer or on a closed network at the BOE.

e  Precincts are entered into the EMS either by data
entry or by loading from the county voter
registration system.

e Races are defined in the EMS and related to the
precincts.

e Candidates are entered into the EMS and related to
the races.

e The BOE uses the EMS to create the ballot
definition that is loaded to the DRE.

e A copy of the database is transferred to the Tally
software.

e  Workers at the BOE enter data into the DRE to
perform the logic and accuracy testing (LAT).

e Ifthere is a problem, the BOE troubleshoots the
problem and determines if county workers can

solve the problem or if the vendor needs to be
called.

Workers at the BOE verify the results that were entered
in the LAT.

Vendor

If there is a problem with the LAT, the vendor may be
called in to repair the unit. If the unit is repaired, it
must successfully go through the LAT tests before it
may be used in an election.

Poll Workers

e Poll workers set up the booth.
e Poll workers open the DRE for voting.
e  Poll workers authorize the voter to vote.

Poll workers print a zero tape from the DRE to ensure
there are no pre-existing votes recorded on the unit.

Voter

Voter takes the authorization to vote to the DRE and
votes the ballot. The DRE prevents the voter from
overvoting, notifies of undervoting, and presents the
ballot choices for review as appropriate.

Poll Workers

e  Poll workers print result tapes from the DRE.
e  Poll workers post one result tape at the precinct.

e  Poll workers remove the media and send the media
and a copy of the result tape to the BOE.

Board of Elections

e The BOE places the media from the DRE into a
media reader, and the EMS tally software counts the
votes.

e The BOE prints and releases the results.
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DRE Technical Security Assessment

Part One: Executive Summary

Environment

Hardware Configuration

Following is a summary of the hardware configuration for the four vendors’ DRE’s.

Diebold AccuVote-TS
Hitachi SH3 118 MHz 16MB Flash ROM Windows 2 PCMCIA e ItDA
Family of 32MB RAM - No CE 3.0 card slots o Keyboard
microprocessors hard disk Smart card e Keypad
PCMCIA card — reader slot e Audio
128MB (ISO 7816) e Touch
Screen
ES&S iVotronic
Intel 1386 25 MHz 2 MB flash. Proprietary 1 (9600 bps) 9-pin serial
industrial Includes 3 OS and modem port for null-
redundant flash firmware Touchscreen, modem cable
memories. Each are 128MB access
2 MB. compact flash
Flash memory — No PEB (personal
hard disk electronic
ballot)
proprietary
device with
infrared
(IrDA)
communica-
tion
Hart InterCivic eSlate 3000
Motorola 90 MHz 4 MB flash Precise Stripped down | Serial RS-485,
Coldfire 5307 memory. MQX RTOS (subset) of compact flash
There are 3 separate | (real-time RS485, IMB
memory locations: | operating
PCMCIA, eSlate (2 | system) 32-
chips), JBC (4 bits
chips)
128 MB compact
flash card — No hard
disk

Continued on the next page
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DRE Technical Security Assessment

Part One: Executive Summary

Hardware Configuration (continued)

Sequoia AVC Edge
National 200 - 32MB Compact DOS e PCMCIA Serial port
Semiconductor 333MHz Flash — internal compatible cards/slots on card
Geode GX1 64MB DRAM activator
No hard disk 2 PCMCIA
slots
e | smart
card slot

Software Configuration

Following is a summary of the software configuration for the four vendors” DRE’s.

Diebold AccuVote-TS

e Operating
system is
Windows CE
3.0.

e Diebold
proprietary
Firmware is
written in ‘C’.
The voting
program itself
uses the MFC
and is written
in C++.

e Version
evaluated is
2.2.

e Uses a custom
GUI interface
with simple
buttons and a
window.

o The font is
Arial, and there
is a minimal
amount of
graphics.

No database is
used internally to
store data.

Data is stored in
binary flat files
on the PC Card.
Additional fonts
and audio are also
stored on the
Flash Memory.

Uses TCP/IP
over an Ethernet
connection.
Uses IDE
interface to
communicate
with removable
storage media.

Access is limited by
smart card and PIN.

Continued on the next page
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DRE Technical Security Assessment

Part One: Executive Summary

Software Configuration (continued)

ES&S iVotronic

e The firmware
is written in

e Uses a custom
GUI interface

e No database is
used internally to

e No networking
is available for

e Machine stays
locked until a

O with simple store data. an iVotronic. PEB is inserted.
e The source is buttons and a e Data is stored in e Usesa e [fasupervisor
divided into a window. binary flat files in proprietary IrDA PEB is inserted,
HAL and the e The font is internal Flash protocol some menus
actual voting Arial, and there Memory. between a PEB become available.
system. is a minimal e Additional fonts and the e Some of the
amount of and audio are also iVotronic. supervisor menu
graphics. stored on the functions are
Flash Memory. blocked by
internal
passwords.

Hart InterCivic eSlate 3000

on push button
LCD screen.

PCMCIA card and
AVC Edge internal
memory.

Precise MQX Proprietary GUI The data is storedin | e Stripped down e Voters can access
RTOS (real-time software displayed | binary format in the version of eSlate device
operating system) | on an LCD PC card in Mobile RS485, IMB. using the access
32-bits allowing user input | Ballot Box (MBB), code generated by
through push Judge’s Booth the JIBC.
buttons and wheel. | Controller (JBC) and e JBC can be set up
eSlate devices. to have password
access.
Sequoia AVC Edge
DOS compatible Proprietary GUI The data is stored in | Has PCMCIA card | Voters can access
software displayed | binary format in the slots. AVC Edge device

using the smart card,
which is activated by
the Card Activator.
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DRE Technical Security Assessment Part One: Executive Summary

Requirements Identified

Following is a summary by vendor of the number of requirements tested during Compuware’s security
assessment.

Note: The number of requirements varied by vendor because the vendors’ DRE systems are set up
differently, and therefore some requirements did not apply to all of the DRE systems assessed.

Diebold 96 1
ES&S 96 1
Hart InterCivic 96 2
Sequoia 96 1

Note: Administrative policies, procedures, and processes are being tested by InfoSENTRY during their
portion of the security assessment.

Test Scenarios

Following is a summary by vendor of the number of test scenarios conducted during Compuware’s
technical security assessment.

Diebold 30 18 47 95
ES&S 30 18 47 95
Hart InterCivic 30 18 46 94
Sequoia 30 18 47 95
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DRE Technical Security Assessment Part One: Executive Summary

Risks Identified

The results of each test scenario were evaluated and specific risk statements were identified for each
vendor. Each risk was analyzed and assigned a likelihood of LOW, MEDIUM, or HIGH. Similarly each
risk was assigned an impact of LOW, MEDIUM, or HIGH. An overall risk level was assigned by
combining the likelihood with the impact.

Potential Vulnerabilities & Recommended Mitigation
Strategies

Compuware has recommended a risk mitigation strategy for each of the risks identified above. These
vendor specific mitigation strategies can be found in the Recommended Risk Mitigation Strategy sections
of this document for each vendor. The goal of each recommended risk mitigation strategy is to reduce the
level of risk to the electronic voting system to an acceptable level.

While conducting the discovery for information on this security assessment a number of general
vulnerabilities to the election process were noted. The following mitigation strategies address those
general risks and we recommend the SOS implement them in a timely manner in addition to the vendor
specific mitigation strategies.

1. The SOS should implement an Information Technology and Security Policy Standards
Document for all related material within any election using a DRE system.

a. This point is brought to light since Ohio uses the FEC Standards Document, which is
very broad in its security concerns.

b. The SOS needs to develop a document that would be a formal and concise set of
standards for all IT and Software Testing. This document would not be as broad as the
Federal Standards and would cover new technology and risks.

c. The creation of a formal Security Plan would fall in line with a new set of IT and
Software Testing Standards for the State of Ohio.

Continued on the next page
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DRE Technical Security Assessment Part One: Executive Summary

Potential Vulnerabilities & Recommended Mitigation Strategies
(continued)

2. The SOS needs to consider the creation of a Security Director position to oversee Policies,
Procedures, Information Technology and Security concerns regarding any election in which
a DRE system is used.

a. This position would require a broad security background ranging from Information
Technology, Secure VPN’s and LAN-WAN Management to policy and standards
creation.

b. A landline telecommunication background would also be helpful when dealing with
remote counties who have limits in their network.

c. The position’s responsibilities would include, but are not limited to, Independent
Verification and Validation that the security policies and procedures are followed.

3. The SOS should consider the implementation of a statewide set of security policies and
standards for all counties to follow when using any DRE system.

a. One set of security standards and policies should be in place for all counties to adhere to
during any election using a DRE system, otherwise there would be inconsistencies in all
counties.

b. If one set of policies is not followed by all, a county not following policy will risk the
potential for an unsecured election.

c. Before any election using a DRE system with any electronic transmission of results is
conducted, transmission and auditing requirements need to be defined and implemented.

d. Security documentation for the entire election process is necessary for election integrity.

4. After the above three recommendations have been addressed, the SOS will need to consider
the creation of a formal Security Training and Awareness Program for all counties.

a. To properly implement the new Security Standards and Policies for electronic voting in
Ohio, all counties will need to be properly trained.

b. This will insure that all elections using a DRE system can be secure for both the voter
and all of the County Boards of Elections.

c. Iftraining is not provided to the counties, there is the risk that security controls could be
thwarted and the election could be compromised.

d. A testing or validation process should be implemented which documents that the training
was delivered and that the recipient comprehended the essential points of the training.

Continued on the next page
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Potential Vulnerabilities & Recommended Mitigation Strategies
(continued)

5. The SOS should require Ohio Voting Machine vendors to demonstrate their software
development capabilities by achieving Software Engineering Institute CMM Level 2
certification within one year and achieving CMM Level 3 certification within three years.

a. CMM Level 2 ensures the vendor utilizes policies and procedures for managing a
software project and has instituted basic software management controls.

b. CMM Level 3 ensures a standard process for developing and maintaining software is
documented and used across the organization. The process integrates both software
engineering practices and management processes into a coherent process.

c. Organizations who have adopted the CMM have reported improvements in productivity
and released application quality as a result.

6. As new versions of DRE software and hardware are released for use in Ohio, the SOS
should conduct independent testing similar to this assessment to ensure the voting systems
continue to meet all necessary security requirements.

a. This process recognizes that each modification to the installed base of voting machines
carries the potential to introduce unintended security risks.

b. Future versions of vendor DRE hardware and software should become more secure as
risks are identified and addressed.

The above recommendations apply for a DRE System that is not connected to a network. If the systems
being used were to be connected to a network for possible voter identification, elections results or election
setup, the recommendations above would need to be amended. Since there is a possibility for the County
Boards of Elections to connect DRE’s to a network in the future, it is recommended that all possible
network security issues be included in any future document.

Currently the SOS and County Boards of Elections have no formal Information Technology, Software or
Security Standards and Policies Guidelines with regard to DRE systems. If the County Boards of
Elections proceed with an election without using the above recommendations, they have a high risk of
vulnerabilities. These vulnerabilities could result in election tampering and fraud when using a DRE
System.
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Conclusion

Compuware conducted a study of four DRE voting systems from vendors who were qualified by the state
of Ohio to help upgrade the state’s voting systems as required by HAVA. Our study identified specific
security vulnerabilities that might be exploited during an election and recommends actions to mitigate
these vulnerabilities. The scope of this study was limited to reviewing the technical implementation of
each DRE plus reviewing each data stream into and from the DREs. It did not include a review of the
policies, procedures, or work practices of either the vendors or the Ohio Secretary of State.

During the course of our study, Compuware identified several significant security issues, which left
unmitigated would provide an opportunity for an attacker to disrupt the election process or throw the
election results into question. These are documented throughout this assessment report. Following
careful consideration of each of these security issues, we developed mitigation recommendations for the
Secretary of State to implement which we believe will limit the likelihood of a successful attack or
inadvertent disruption to the election process. Provided that mitigating strategies are executed for each
risk identified before the systems are used in an election, Compuware concluded that the Secretary of
State can securely deploy these voting machines.

Election policies and procedures have long been used to ensure fair and accurate election results. The
deployment of electronic voting technology will not lessen the need for well thought out and consistently
enforced policies and procedures.
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DRE Technical Security Assessment Part Two: Diebold

PART TWO: DIEBOLD

Overview

This section details the assessment for the Diebold AccuVote-TS DRE. The AccuVote-TS system is a
voter-activated interactive touch-screen system.. Using a smart card as the voter authorization, the
AccuVote-TS permit voters to view and cast their votes by touching target areas on an electronically
generated ballot.

Each unit provides a direct-entry computerized voting application that automatically records and stores
appropriate ballot information and results. At the end of the voting period, the system can print precinct
totals to be included as part of the permanent record.

The AccuVote-TS is supported by the Global Election Management System (GEMS) software, which
provides ballot creation, vote tabulation, and reporting.

The AccuVote-TS prevents the voter from overvoting, notifies the voter of undervoting, and allows the
voter to review and modify their ballot choices before casting their ballot.

Compuware tested the following hardware and software in this technical security assessment:

e AccuVote-TS R6, Global Election Management System (GEMS) version
Firmware version 4.3.15 1.18.18

e Voter Card Encoder version 1.1.4

Step 1: Characterization of the AccuVote-TS Voting System

In Step 1, the AccuVote-TS was examined for the following:

o AccuVote-TS system interfaces — input/output connections between the AccuVote-TS and
external entities, and the related voting processes
o  Work flow / process model — flow of data through the AccuVote-TS system interfaces, and the
related voting processes
e AccuVote-TS environment
0 Hardware configuration
0 Software configuration
0 Network configuration
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AccuVote-TS System Interfaces

The following diagram provides a graphical overview of the connections to the AccuVote-TS. The
diagram shows the input/output connections between the AccuVote-TS and external entities such as the
BOE’s and voters.

AccuVote-TS System Interfaces - Diebold
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Figure 5 — AccuVote-TS System Interfaces - Diebold
Continued on the next page
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DRE Technical Security Assessment

Part Two: Diebold

AccuVote-TS System Interfaces (continued)

Following is an explanation of the tasks related to the AccuVote-TS system interfaces.

Board of Elections

e Global Election Management Software (GEMS) is
installed on a computer at the Board of Elections
(BOE).

e The BOE uses the GEMS to create the ballot
definition that is loaded onto the AccuVote-TS.

e  Workers at the BOE enter data into the AccuVote-TS
to perform the logic and accuracy testing (LAT).

e Ifthere is a problem, the BOE troubleshoots the
problem and determines if county workers can solve
the problem or if the vendor needs to be called.

Workers at the board verify the results that were
entered in the LAT.

Vendor

If there is a problem with the LAT, the vendor may be
called in to repair the unit. If the unit is repaired, it must
successfully go through the LAT before it may be used in
an election.

Poll Workers

e Poll workers set up the booth.
e Poll workers open the AccuVote-TS for voting.

e Poll workers authorize the voter to vote by issuing
the voter a smart card.

Poll workers print a zero tape from the AccuVote-TS
to ensure there are no pre-existing votes recorded on
the unit.

Voter

e Voter receives the smart card and inserts it into the
AccuVote-TS, which presents the correct ballot for
the voter.

e Voter votes the ballot. The AccuVote-TS prevents
the voter from overvoting, notifies of undervoting,
and presents the ballot choices for review as
appropriate.

Poll Workers

Poll worker receives the smart card from the voter after
the voter casts the ballot.

e  Poll workers print result tapes from the
AccuVote-TS.

e  Poll workers post one result tape at the precinct.

e  Poll workers remove the media and send the
media and a copy of the result tape to the BOE.

Board of Elections

e The BOE places the media from the AccuVote-
TS into a media reader, and the votes are counted
by the GEMS tally software.

e The BOE prints and releases the results.
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DRE Technical Security Assessment

Part Two: Diebold

Work Flow | Process Model

The following diagram provides a graphical overview of the work flow associated with the AccuVote-TS
system interfaces, and represents the next level down from the Context Diagram. This diagram displays
the flow of data through the AccuVote-TS system interfaces.

Election Flowchart - Diebold
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Figure 6 — Election Flowchart - Diebold
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DRE Technical Security Assessment

Part Two: Diebold

Work Flow/Process Model (continued)

Following is an explanation of the work flow associated with the AccuVote-TS system interfaces.

Board of Elections

e Global Election Management Software (GEMS) is
installed on a computer or on a closed network at the
BOE.

e Precincts are entered into the GEMS either by data
entry or by loading from the county voter registration

system.

e Races are defined in the GEMS and related to the
precincts.

e (Candidates are entered into the GEMS and related to
the races.

e The BOE uses the GEMS to create the ballot
definition that is loaded to the AccuVote-TS.

e The PCMCIA card that contains the ballots is inserted
into the AccuVote-TS.

e  Workers at the BOE enter data into the AccuVote-TS
to perform the logic and accuracy testing (LAT).

e Ifthere are problems, the BOE troubleshoots the
problem and determines if county workers can solve
the problem or if the vendor needs to be called.

Using the GEMS Tally feature, workers at the BOE
verify the results that were entered in the LAT.

Vendor

If there is a problem with the LAT, the vendor may be
called in to repair the unit. If the unit is repaired, it must
successfully go through the LAT before it may be used in
an election.

Poll Workers

e Poll workers set up the AccuVote-TS voting booth.

e Poll workers open the AccuVote-TS for voting.

e Poll workers authorize the voter to vote by issuing the
voter a smart card.

Poll workers print a zero tape from the AccuVote-TS
to ensure there are no pre-existing votes recorded on
the unit.

Voter

e Voter receives the smart card and inserts it into the
AccuVote-TS, which presents the correct ballot for
the voter.

e Voter votes the ballot. The AccuVote-TS prevents the
voter from overvoting, notifies of undervoting, and
presents the ballot choices for review as appropriate.

Continued on the next page
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DRE Technical Security Assessment Part Two: Diebold

Work Flow/Process Model (continued)

Poll Workers

Poll worker receives the smart card from the voter after the | ®  Poll workers print result tapes from the

voter casts the ballot. AccuVote-TS.

e  Poll workers post one result tape at the precinct.

e  Poll workers remove the PCMCIA card and send
the card and a copy of the result tape to the
BOE.

Board of Elections

e BOE places PCMCIA card from the AccuVote-
TS into an AccuVote-TS that is serving as a
media reader, and the GEMS tally software
counts the votes.

e The BOE prints and releases the results.
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DRE Technical Security Assessment Part Two: Diebold

Environment

Hardware Configuration

Following is a summary of the hardware configuration of the Diebold AccuVote-TS that was tested.

Hitachi SH3 118 MHz | e 16MB Flash ROM | Windows e 2PCMCIA e IrDA
Family of e 32MB RAM - No CE3.0 card slots e Keyboard
MiCroprocessors hard disk e Smart card o Keypad
e PCMCIA card - reader slot e Audio
128MB (ISO 7816) e Touch
Screen

Software Configuration

Following is a summary of the software configuration of the Diebold AccuVote-TS that was tested.

e Operating e Uses a custom e No database is used Uses TCP/IP over | Access is
system is GUI interface with internally to store an Ethernet limited by
Windows CE simple buttons and data. connection. smart card and
3.0. a window. e Data is stored in Uses IDE PIN.

e Diebold o The font is Arial, binary flat files on interface to
proprietary and there is a the PCMCIA Card. communicate
Firmware is minimal amount of | e Additional fonts with removable
written in ‘C’. graphics. and audio are also storage media.

e Version stored on the Flash
evaluated is Memory.

2.2.
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DRE Technical Security Assessment Part Two: Diebold

Environment (continued)

Network Configuration

There is a network-based LAN/WAN port intended for communication of ballot definitions and voting
results between the AccuVote-TS and the GEMS election management software. The network
functionality is provided by a removable PCMCIA network card using standard TCP/IP protocol over an
Ethernet connection. Diebold has limited their firmware to only recognize a small number of PCMCIA
network cards. This networking capability should be removed from the AccuVote-TS during balloting. A
locking door covers the port where the PCMCIA modem is installed during the election process.
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DRE Technical Security Assessment

Part Two: Diebold

Step 2: Threat Identification

A threat is the potential for a particular threat-source to successfully exercise a particular vulnerability.
Vulnerability is a weakness that can be accidentally triggered or intentionally exploited. A threat-source
does not present a risk when there is no vulnerability that can be exercised. In determining the likelihood
of a threat, one must consider threat-sources, potential vulnerabilities (Step 3), and existing controls (Step

4).

In Step 2, the assessment team determined the potential threats posed to the AccuVote-TS voting system.
Following is a list of potential threats to which the AccuVote-TS voting system could be exposed.

Hacker, cracker Challenge » Hacking
Ego e Social engineering
. e System intrusion, break-ins
Rebellion .
e Unauthorized system access
Computer criminal Destruction of information | ® Computer crime (e.g., cyber stalking)
Tllegal information . Fraudulgnt act (e.g., replay, impersonation,
disclosure 1ntercept¥on) .
. e Information bribery
Monetary gain
) e Spoofing
Unauthorlzed data e System intrusion
alteration
Terrorist Blackmail e Bomb/Terrorism
Destruction e Information warfare
o e System attack (e.g., distributed denial of service)
Exploitation :
e System penetration
Revenge e System tampering
Campaign and political | Competitive advantage * EconomiF: exploitation
entities Economic espionage * Information theft
e Intrusion on personal privacy
Change outcome of . . .
. e Social engineering
election .
e System penetration
o Unauthorized system access (access to classified,
proprietary, and/or technology-related information)
Insiders (poorly trained, | Curiosity * Assault on an employee
disgruntled, malicious, Ego e Blackmail
negligent, dishonest, or . e Browsing of proprietary information
. Intelligence
terminated employees) ) e Computer abuse
Monetary gain e Fraud and theft
Revenge ¢ Information bribery
Unintentional errors and e Input of falsified, corrupted data
omissions (e.g., data entry | ® Interception
error, programming error) | ® Malicious code (e.g., virus, logic bomb, Trojan horse)
o Sale of personal information
e System bugs
e System intrusion
e System sabotage
e Unauthorized system access
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DRE Technical Security Assessment Part Two: Diebold

Step 3: Vulnerability Identifica